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Introduction

Recommended Practices Guide | F5 BIG-IP Local Traffic Manager and Websense TRITON
AP-DATA Protector

This document is intended as a guide of recommended practices for deploying F5
traffic management operating system (TMOS) 11.6.0 Local Traffic Manager (LTM)
with Websense® TRITON® AP-DATA protector versions 7.8.3, 7.8.4, and 8.0.0. You
may use this guide with the latest version of F5 TMOS and TRITON AP-DATA, but it
was devel oped and tested with the above versions.

F5 BIG-IP LTM enhances Websense TRITON AP-DATA in the following ways:

*

Scalability —Easily deploy multiple TRITON AP-DATA protectors for scalability
and redundancy.

L oad Balancing — Load balance the protector using a number of load balancing
methods.

Session Per sistence — Ensure connections will persist to and from the protector to
avoid session interruption.

Health Monitoring — Easily deploy a specific protector with the ICAP BIG-IP
health monitor.

Extensibility — Deploy the protector with the optional F5 BIG-1P Secure Web
Gateway (SWG) to enhance SWG content scanning with comprehensive dataloss
prevention (DLP) protection for the Enterprise.

SSL Visibility — In conjunction with F5 Air Gap Egress Inspection with SSL
Intercept, BIG-1P decrypts SSL traffic to allow the Websense protector to scan
HTTP POSTsfor policy violations. BIG-1P will re-encrypt the SSL traffic to
compl ete the session to the origin server as TRITON AP-DATA policy allows.

SWG SSL Bypass - Create an SSL inspection bypass list for HTTPS sites that
should not be inspected by BIG-IP with F5 BIG-IP SWG.

The recommended practices in this guide use F5 iApp technology that provides the
following benefits:

*

Ease of deployment — The F5/Websense TRITON AP-DATA protector iApp
enabl es quick deployment of the protector with F5 Air Gap Egress Inspection with
SSL Intercept. The iApp, which accompanies this guide, will configure the
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Websense protector |oad bal ancing, session persistence, health monitoring, ICAP
profiles, server pools, and virtual servers.

Configuration compliance — The F5/Websense protector iApp ensures that all
configuration changes are made within the iApp. Configuration parameters must
meet the criteria set within the i App thereby reducing configuration errors.

Configuration Security - If achange is made directly to a configuration object
that was created with the F5/Websense protector iApp, by default, the change is
rejected (when the iApp’s strict updates are enabled). Alternatively, advanced
users may modify iApp-created objects as required when strict iApp updates are
disabled.

Assumptions, constraints, dependencies, and risks

Recommended Practices Guide | F5 BIG-IP Local Traffic Manager and Websense TRITON
AP-DATA Protector
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Purpose

Assumption: This recommended practices guide assumes the reader has
previously deployed the F5 Air Gap Egress Inspection with SSL Intercept iApp
with multi-BIG-1P architecture. An internal BIG-1P and an external BIG-IPis
used to create an “Inspection Zone” or “Air Gap” providing true physical
separation of internal and external traffic flows. Theinternal BIG-IP decrypts
outbound SSL traffic so that third-party devices may reside in the inspection zone
and perform shallow or deep packet inspection and optional enforcement. The
external BIG-1P re-encrypts the outbound traffic and allows encrypted
communications to continue to the origin server.

Constraint: Although this guide specifically references a multi-BIG-IP Air Gap
Egress Inspection with SSL Intercept architecture, other deployment scenarios are
possible (the F5/Websense TRITON AP-DATA protector iApp may beusedin a
single BIG-IP Air Gap Egresswith SSL Inspection deployment and SSL bridging
scenarios).

Additional scenarios will be added to this guide in the future.
Dependency: This guide requires the specified version of the F5/Websense

protector iApp asreferred to herein. The latest version of this recommended
practices guide shall represent the latest iApp.

Risk: Failure to execute the configuration example in this guide may result in a
configuration error and/or undefined behavior. Please follow the configuration
example in this guide carefully for best results.

Recommended Practices Guide | F5 BIG-1P Local Traffic Manager and Websense TRITON
AP-DATA Protector

With F5 BIG-IPlocal traffic manager (LTM) and Air Gap Egress I nspection with SSL
Intercept, performing deep inspection of SSL traffic flows with heterogeneous
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inspection technologies is possible. The Websense TRITON AP-DATA protector
offers best-of-breed dataloss prevention (DL P) content analysis and can be combined
with other F5 product offerings to craft unique “inspection zone” use cases. Thisguide
outlines the configuration details required to integrate F5 BIG-IP LTM with the
Websense protector. The steps are a series of recommended practices to follow in
order to build an integrated solution. Aswith any system deployment, the steps are
examples and the deployed environment may not exactly match this example.

After completing this guide, you will be able to:

Deploy the Websense protector with an existing multi-BIG-1P Air Gap Egress
Inspection with SSL Intercept architecture.

¢ UseF5BIG-IPLTM to provide SSL visibility to the protector.

¢ UseF5BIG-IPLTM to scale the protector to desired capacity.

Use F5 BIG-IP LTM to load balance multiple Websense protectors.

Use BIG-IP LTM to monitor the health of the Websense protector.

*

Please refer to the latest Air Gap Egress Inspection with SSL Intercept Deployment
Guide and iApp for additional information (https://f5.com/sol utions/depl oyment-
guides/air-gap-egress-inspecti on-with-ssl-intercept-big-ip-v114-1tm).

In addition, this recommended practices guide will enable you to complete the
following tasks:

1. Configure the F5/Websense TRITON AP-DATA protector iApp.

2. Modify Air Gap Egress Inspection with SSL Intercept iApp configuration objects
to successfully integrate the Websense protector.

F5 BIG-IP LTM Air Gap Egress Inspection with SSL
Intercept and Websense TRITON AP-DATA protector
solution overview

Recommended Practices Guide | F5 BIG-IP Local Traffic Manager and Websense TRITON
AP-DATA Protector
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The following diagram illustrates F5 Air Gap Egress Inspection with SSL Intercept
when combined with the F5/Websense TRITON AP-DATA protector iApp in a multi-
BIG-IP intercept Air Gap architecture:
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Figure 1. High-level F5/Websense TRITON AP-DATA protector DLP traffic flow

This section will provide greater detail regarding the environment overview diagram
above (figure 1). There are multiple F5-supported use cases for Air Gap Egress
Inspection with SSL Intercept. This recommended practices guide focuses on asingle
use case using a “routed mode” multi-BIG-1P Air Gap Egress Inspection with SSL
Intercept scenario.

The below graphic (figure 2) and accompanying steps are for reference only. The F5/
Websense protector recommended practices in this guide are intended to “layer” on
top of the F5 Air Gap Egress Inspection with SSL Intercept architecture.

F5 BIG-IP Local Traffic Manager with Websense TRITON AP-DATA Protector «
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The following is excerpted from the Air Gap Egress Inspection with SSL Intercept
Deployment Guide (https.//f5.com/sol utions/deployment-guides/air-gap-egress-
inspection-with-ssl-intercept-big-ip-v114-Itm).

Inspection Air Gap
S “:- L g A, -
L Zarum (=

Figure 2: Air Gap Egress Inspection with SSL Intercept with multiple BIG-IPs

The traffic flow for this scenariois:

1

Aninternal client requests an encrypted site, and due to network routing, the
browser’s request is sent to the internal BIG-IP LTM.

The client initiates an SSL session with theinterna BIG-IP LTM.

The BIG-IP LTM initiates a separate SSL session with the remote encrypted site
(origin server), through the external BIG-IP LTM. The origin server sendsits
server certificate to the internal BIG-1P LTM as part of the negotiation.

Theinternal LTM generates a server certificate on the fly to match the properties
of the remote host’s server certificate and presents that to the client to complete
the client-side SSL negotiation.

After completing the SSL handshake, the client sendsits HTTP request. The
internal BIG-IP LTM processes this request, disables server-side SSL, injects a
special HTTP header, and sends the traffic to the next destination, ultimately to
the external BIG-IP LTM.

The external BIG-IP LTM receives the request on its port 80 wildcard virtual
server. Thisvirtual server is configured with an |CAP Request Adapt Profile, and
sends a sideband request to Websense TRITON AP-DATA protector

The Websense protector receives the request, along with any POST data sent by
the client, and performs analysis. If the request violates policy, the protector
returns a notification page to the external BIG-1P LTM to be delivered to the end
user. Otherwise, it will notify the external BIG-IP LTM to continue processing.

If the request violated policy, the external BIG-IP LTM returns the notification
page back to the internal BIG-IP LTM. If the request is allowed to proceed, the
external BIG-IP LTM detects the special HTTP header, applies a server SSL
profile, and then sends the request on to the origin server, encrypted normally on
port 443.

Configuration prerequisites

Recommended Practices Guide | F5 BIG-IP Local Traffic Manager and Websense TRITON
AP-DATA Protector
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This section covers various requirements needed for the recommended practicesin
this guide, including prerequisites, product licensing, software, and/or hardware
requirements.

Infrastructure

The following prerequisites need to be addressed prior to implementing the practices
in this guide. The solution utilizes the following infrastructure:
Websense TRITON AP-DATA installation
Websense TRITON AP-DATA protector
Latest F5 Air Gap Egress Inspection with SSL Intercept Deployment Guide and
iApp
+ Administrator login credentials to both F5 BIG-IP and Websense protector
devices

F5 BIG-IP

+ Multiple BIG-IP hardware or virtual appliances configured for Air Gap Egress
Inspection with SSL Intercept as described in the deployment guide and iApp.

This guide is based on BIG-IP software release 11.6.0.

This solution relies on F5 Local Traffic Manager (LTM) and requires an LTM
software license with an SSL Forward Proxy feature license.

o “Best” Licensing for Access Policy Manager (APM) Secure Web Gateway
(SWG) and SWG subscription.

Configuration instructions

Recommended Practices Guide | F5 BIG-IP Local Traffic Manager and Websense TRITON
AP-DATA Protector

Configure Websense TRITON AP-DATA protector

Install the Websense TRITON AP-DATA protector. This configuration only requires
the ICAP integration to be configured on the protector — SPAN/Mirror and Inline/
Bridge mode are not required. For additional information, see the Installation Guide
for Websense TRITON AP-DATA Gateway and Discover (http://
www.websense.com/content/support/library/data/v80/install/
install_dss.pdf#page=44).

1. If thisisanew ingtallation, follow the “Installing the protector software”
section of the manual referenced above.

2. EnableICAP.
a Logontothe TRITON AP-DATA user interface.

F5 BIG-IP Local Traffic Manager with Websense TRITON AP-DATA Protector «
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b. Navigate to Data > Settings > Deployment > System Modules.
c. Expand the Protector, and double-click the |ICAP Server.

TRITON ARX
| Web ) Data I Email Ji{ Mabile 5

Main . Settings

284 System Modules
@) General |

| #%2 | oad Balancing|
*

System
Authorization » | System Modules

| | & B4 DSS Server on triton
Archive | B Endpoint Server triton
Policy Updates __5[ Policy Engine triton

iy Forensics Repository triton

l}gl Deployment 3 Primary Fingerprint Repository triton
@ Crawler triton

&+ % Protector on protector-B0G5
Endpoint j Policy Engine protector-B065
& ICAP Server protector-B065
& Secondary Fingerprint Repository protector-8065
@ Content Gateway on wcg

d. Check the Enabled box, and Allow connections from the external BIG-IP

e.

R . 5
(Q) TRITON APX
 Main | Settings
Modules > ICAP Server
@ General
System 5 General | HTTPATIAS | FTP
Authorization » ) ' )
Agent Type: & ICAP Server Enabled
Archive Hame: [ICAP Server protector-B065 |
Paolicy Updates Description:
l}@ Deployment |
| Ports:
System Modules [134-1 |
Eﬂﬂpﬂinl Separale multiple values with commas
Aliow connection to this ICAP Server from the following IP addresses:
® any P address
O selected IP agdresses: [ ada ]
[ [ Remove J

Inthe HTTP/HTTPS tab, confirm the M ode selection is set as desired.
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(Q) TRITON APX
1 Web " Data 1[ Email I Mobie 'UT
Main Settings
System Modules > ICAP Server
L3) General
System » General HTTPIHTTPS FTP
Authorization »
Mode: [‘Biocking | &
Archive '7'
Policy Updates ‘When an unspecified error occurs:
O permit Tratic
% Depioyment @ Block Traffic
System Modules
Endpoint Define the smallest transaction to be analyzed.
Minimum transacton size: | 31:_[;-;' Bytes
Listed below are the messages displayed in the user's browser when a URL is blocked:
Display defaull violation message - di d for policy
Default ied efror - dispé for ied errors
f. Click Ok.

g. Click Deploy.

Run and configure the F5/Websense TRITON AP-DATA protector
iIApp

1. Obtain the F5/Websense TRITON AP-DATA protector iApp file,
websense.data_protector_v1 20150206.tmpl, and saveit to your desktop. Thefile
will need to be unzipped before it can be imported to BIG-1P. You may obtain the
file from here:

2. Import theiApp:
a. IntheiAppstab, goto Templates.
b. Click thelmport... button

t 0 L || T
saze R » o | ¢ dpwary suppies » Pasitan Pasy
TR e
You  Omewe= e s om crwne
4% 000 Eiftveld Sam m
o] P ™ Cewes
e 1. e e
[ - e
B baleges ., e L e
»»»»»» P -
-
] i Srm
1L Feem, P " cre
P " e
e " e

c. Under Import File, in the File Namefield, click the Browse button.

F5 BIG-IP Local Traffic Manager with Websense TRITON AP-DATA Protector «
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iApps » Import

% -~ Template Properties

Import File
Overwrite Existing Templates |:|

File Mame Mo file selected.

d. Select thewebsense.data protector_v1l 20150206.tmpl file saved to the
desktop in step 1 above.

e. Click the Upload button.
3. RuntheiApp:
a IntheiAppstab, go to Application Services >*+.”

b. Under Template Selection, in the Namefield, enter a descriptive name for the
iApp.

c. Select the template that was imported in Step 2.

d. Thefollowing screen displays:

iApps » Application Services :» New Application Service...

Template Selection: CEEE ~

Name ]

Template | websense.data_protector =]

Welcome to the Websense TRITON AP-DATA Protector ICAP iApp
This template supports: | Websense TRITON AP-DATA solutions

Websense Server Pool, Load Balancing, and Service Monitor

Which load balancing method do |
you want to use? |
1|

| Predictive (node) =]

I Address ICAP Port[ 1344 Connection Limit [ o

What are the |P addresses of

the Websense Protectors?
(adg
Do you want the BIG-IP to | Mo =]

queue TCP reguesfs? |

Do you want to create a new

health monitor or use an existing | |Websense protector E
one? |
Which VLAN(s) should the |
Internal ICAP virtual server listen | [ All VLANS =l

on? |

Do the protectors have a route I
back to clients via this BIG-IP Yes |i»

system? i
Protocol Optimization
Will clients be ting to this |
virtual server primarily over a [LAN [=]
LAN or a WAN? |
Cancel | [ Repeat | [ Finished

> 9



Recommended Practices Guide

iApps »» Application Services » [5-websense-proleclor-lest
o

From the “Which load balancing method do you want to use?” drop-down
field, select the appropriate |oad balancing method. Leaving the default value
isfine.

Inresponseto “What arethe | P addresses of the Websense protectors?,”
enter the IP address or addresses, ICAP port, and connection limit (optional)
of the Websense protectors that will be used.

From the “Do you want the BIG-IP to queue TCP requests?” drop-down
menu, select No.

From the “Do you want to create a new health monitor or use an existing
one?” drop-down menu, select Websense protector.

Note: Selecting “Websense Protector” will create a custom ICAP health
monitor developed specifically for this solution.

From the “How often (in seconds) do you want the Bl G-1 P system to check
on the health of each ICAP server?” field, leave the default value
(recommended), or enter a number in seconds.

From the “Which VLAN(s) should theinternal ICAP virtual server listen
on?” drop-down menu, leave the default value (recommended until the
solution is tested), or select the appropriate VLANS.

From the “Do the | CAP servers have a route back to clientsvia this Bl G-
IP system?” drop-down menu, select Yes.

Under Protocol Optimization, from the “Will clients be connecting to this
virtual server primarily over aLAN or WAN?" drop-down menu, select
the appropriate access method.

Click the Finished button.

Once you have finished, several BIG-IP configuration objects are created, as
shown in the screenshot below:

Properties Reconfigure Components

Availability Type

Application Service
Profile
Profile
Profile

D offine Virtual Server

@ ottine Pool
Monftor

D fine Pool Member

@ unknown Hode
Virual Address

Frofile

orce Offline Refresh

Go to the Properties tab.

Next to Application Service, click the drop-down menu, and select
Advanced.

F5 BIG-IP Local Traffic Manager with Websense TRITON AP-DATA Protector «
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iApps »» Application Services » T5-websense-protector-test

5~

Properties Reconfigure

Components

Application Service: I Advanced :

Application Service | f5-websense-protector-test

Partition / Path | Commonif5-websense-protector-testapp

Description |

Template | websense_protector_icap

Strict Updates | [¥] frecommended)

Update 1 Delete_

p. De-select the Strict Updates check box, and click the Update button.

Note: Thiswill allow BIG-IP configuration objects created with the iApp to
be manually modified. It isimportant to select this check box again once
necessary modifications have been made. Leaving this check box selected
prevents accidental configuration changes. It is highly recommended that this
check box stay selected.

@ Important

o TheF5Air Gap Egress Inspection with SSL Intercept
iApp must also have Strict Updates turned off in order to
modify the configuration objects to reference
configuration objects created using the F5/\Websense
TRITON AP-DATA protector iApp. Once the
configuration is complete, Strict Updates can be enabled.

Integrate the F5/Websense TRITON AP-DATA protector
iApp with an existing F5 Air Gap Egress Inspection with
SSL Intercept Multi-BIG-IP deployment

Recommended Practices Guide | F5 BIG-1P Local Traffic Manager and Websense TRITON
AP-DATA Protector

1. Modify the F5/Websense I CAP Virtual Server:

Once the configuration objects have been created by the F5/Websense protector
IApp, it is now time to integrate the solution. From the external BIG-IP, go to the
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Local Traffic tab and then Virtual Servers. You should see similar F5 iApp-created
objects (the names in the screenshot are examples only):

Local Trallic » Virtual Seive

F Creale. |
() st e ¢ dopaton_ Destnain + S ot Type Resoucss |« pattan P
I @ ArGapOutside_extemal_vs_B0 ArGapOutside any B0 [HTTF) Standard Edi CommenArGapoutside app
[ "] AirGapCul exlemal_vs_any AirGapOulsids  any 0 (Any} Performancs (Layes 4] Edil Cemmen/AirGapOutside. app
: B @ ICAPIntemal any O {Any) intemal Eaft Common

a Fromthe Virtual Server List, select the |CAP Internal virtua server.

b. Nextto Configuration, click the drop-down menu, and select Advanced.
From the | CAP Profile drop-down menu, select the ICAP profile created by
the F5/Websense protector iApp.

Local Traffic » Virtual Servers : Virtual Server List «» ICAPInternal

Resources Siabistics

General Properties
Mams | ICAFIntemal
Partition / Path Commen
Diescriptan |
——
Tyoe | Internal [=]
Sgurce Address [ oooao
Motify Status to Virtual Address
Axsilability (0¥ Avzilsbiz (Enabled) - The virtual server is availsbis
Syncookie Status Off
State [Enatied [=]
Configuration: | Advanc=d [x]
Pratocal [T [=
Protocol Profile {Chent) |ep [=l
Protocol Profile (Server) [(Uze Chen: Profile) =
Selected Awsilsble
= [ACommon =
SSL Prafle (Server) | apm-default-serverss] =
crypto-client-defzult-senmerss! [=
peoi-default-serverss!
| sanverss| s
—_———
ICAF Profie | icapmacro [=]
Statistics Profile [Mone  [=]
WLAN and Tunnai Traffic [Enamted on... [=
Selected Available
|fCommaon -~
WLANS and Tunnels AirGap :l
failover =
http-tuninel &
intesnal Gt
Source Address Translaton !-N.Dne E|

In this example, the ICAP profile example nameis “icapmacro.”
c. Click the Update button.

2. Modify the F5 Air Gap Egress I nspection with SSL Intercept Port 80 Virtual

Server.

F5 BIG-IP Local Traffic Manager with Websense TRITON AP-DATA Protector «
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Select the Port 80 virtual server.
b. Nextto Configuration, click the drop-down menu, and select Advanced.

c. Scroll down to Request Adapt Profile, from the drop-down menu, select the
profile created by the F5/Websense protector iApp.

Request Adapt Profile caprequestadapt E|
Response Adapt Profile Mong [=

BIP Profile

Siatistics Profile Mone E|

WLAN and Tunnel Traffic AIVLANS and Tunnels []
Source Address Translation Hone E

Bandwidth Coniroller Hone |z|

Enzbled Avazilable

B3|
A

Traffic Class

¥

In this example, the Request Adapt Profile example nameis
“icaprequestadapt.”
d. Click the Update button.

Conclusion

Recommended Practices Guide | F5 BIG-IP Local Traffic Manager and Websense TRITON
AP-DATA Protector

This concludes the recommended practices guide for the deployment of F5 BIG-IP
LTM with Websense TRITON AP-DATA protector. The configuration details may
vary from the deployed network topology.

» 13



	Contents
	Recommended Practices Guide
	Introduction
	Assumptions, constraints, dependencies, and risks
	Purpose
	F5 BIG-IP LTM Air Gap Egress Inspection with SSL Intercept and Websense TRITON AP-DATA protector solution overview
	Configuration prerequisites
	Infrastructure
	F5 BIG-IP

	Configuration instructions
	Configure Websense TRITON AP-DATA protector
	Run and configure the F5/Websense TRITON AP-DATA protector iApp

	Integrate the F5/Websense TRITON AP-DATA protector iApp with an existing F5 Air Gap Egress Inspection with SSL Intercept Multi-BIG-IP deployment
	Conclusion


